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1
Decision/action requested

This paper proposes some answers to the questions given in S2-2001730 on AMF Re-allocation
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Rationale

SA3 have received a LS [1] from SA2 on AMF Reallocation via RAN re-routing. In the LS, SA2 have the following actions for SA3: 
ACTION 1:
SA2 asks SA3 to take the above into account, clarify the scenarios and security impacts of network slice isolation including the security risks of supporting N14 between network slices, and provide their conclusions to SA2.

ACTION 2:
SA2 asks SA3 to provide feedback as to whether infringement of NSSAI privacy settings during the registration procedure at the benefit of directly accessing an Isolated Network slice is acceptable.

Firstly considering action 1, SA3 has always worked on the assumption for Rel-15/16 that the AMF can be trusted to behave properly, e.g. correctly re-route a UE to the appropriate AMF. Given this assumption, slice isolation is restricted to not having access to the keys that were used or are to be used in the other slice. This slice isolation can be achieved even with N14 interfaces deployed between AMFs. Suppose AMF_1 serves the UE accessing slice 1 and AMF_2 serves the UE accessing slice 2. When moving the UE context from AMF_1 and AMF_2, then AMF_1 can use a KAMF change to prevent AMF_2 being able to access any data or signalling that was sent between the UE and network while the UE was accessing slice 1. Similarly, AMF_2 can force a re-authentication of the UE to prevent AMF_1 being able to access any data or signalling that was sent between the UE and network while the UE was accessing slice 2. Hence there are no security risks in supporting N14 between network slices.
On action 2, the proposal would allow active attacks to force the S-NSSAI into the clear and not address any risks from having N14 between network slices. Hence there is no benefit from infringing the NSSAI privacy settings and this solution should not be accepted from a security perspective. 
4
Detailed proposal

It is proposed to use the above analysis to respond to SA2. 
